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§ Founded in 2014

§ Robust employee benefits practice, including 
group disability, key life and retirement planning

§ Extensive expertise across all classes of 
insurance including, life, health, property, 
casualty, specialty risks as well as excess and 
surplus lines of insurance

§ Licensed nationally across all 50 states, Puerto 
Rico and Washington,D.C.

§ Global coverage capabilities

§ Offices in Washington D.C.

A key focus area for Risk 
Cooperative is emerging risks, 
cyber being the top concern.
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01 Cyber Risk: Threat Actors, Motivations, and Goals

Threat Actor Motivations Goals Examples
Nation-states, proxy groups Geopolitical, 

Ideological
Disruption, destruction, 
damage, theft, espionage, 
financial gain

• Permanent data corruption
• Targeted physical damage
• Power grid disruption
• Payment system disruption
• Fraudulent transfers
• Espionage

Cybercriminals Enrichment Theft/financial gain • Cash theft
• Fraudulent transfers
• Credential theft

Terrorist groups, hacktivists, insider threats Ideological, 
discontent, grudge

Disruption • Leaks, defamation
• Distributed Denial of Service (DDoS) attacks

There are several types of threat actors that organizations must contemplate when 

assessing cyber risks and developing recovery strategies. This list looks at malicious 

threat actors as these are the threat verticals which are often hardest to mitigate against.  
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01 Need For Cyber 
Recovery Plans

Colonial Pipeline, one of the nation’s 
biggest fuel pipeline operators suffered a 
ransomware attack forcing it to shut down 
its entire network on Friday 5/10/21.

The attack appears to have been carried out by an 
Eastern European-based criminal gang —
DarkSide, according to a U.S. officials.

This is the latest in a long list of attacks aimed at 
critical infrastructure. 

It highlights the real threat that cyber attacks pose 
to organizations of all sizes and sectors. 

It also highlights the need for pro-active cyber 
preparedness and risk mitigation strategies. 
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01 Anatomy of a Breach

• The cost of a breach can go beyond the amount of 
data lost or disclosed depending on the time it 
takes to find it.

• On average, companies take about 197 days to 
identify and 69 days to contain a breach according 
to IBM. 

• The longer the breach stays undetected, the 
costlier it can become. 

• Companies that contain a breach in less than 30 
days save more than $1 million in comparison to 
those who take longer. 

• Regulatory fines can be another cost driver as 
companies can face major fines if they take too 
long to disclose a breach or notify impacted 
parties. 

• According to IBM the cost alone of notifying 
customers about a hack averages about $740,000 
in the United States.
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https://databreachcalculator.mybluemix.net/assets/2018_Global_Cost_of_a_Data_Breach_Report.pdf
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01 Anatomy of a Breach

The average time to contain a breach, on 
the other hand, is significantly less on 
average than the time it takes to identify 
the breach. 
Healthcare tops the list, taking 103 days to 
contain a breach while the research industry 
takes only 53 days.

Technology is tool that can help expedite 
response time and reduce costs, especially 
automation. 
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01 Anatomy of a Breach

• Motivated attackers will find 
a way to break through the 
network perimeter.

• Research findings show that 
in most attack scenarios, 
there is a clear attack path 
that cyber criminals follow 
to help them remain 
undetected for extended 
periods of time.  

• Privileged accounts are at 
the center of this path.
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02 Key Mitigation Steps

These 6 key mitigation steps will 
help provide a roadmap for 
quicker response time and 
recovery in the event of a cyber 
incident. 
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02 Key Response Trends

• Companies with dedicated, trained teams and tested response plans can respond faster.

• Preparation, technology and adherence to privacy laws all make a notable impact for a 
company’s response time.

• Security automation decreases the average response time.

• It’s faster to contain a breach caused by human error versus a breach caused by malicious 
attacks.

• The faster the data breach is identified and contained, the lower the costs. 

• The more barriers and precautions you can put in place between data and the hacker, the 
longer you have to find threats. 

• Preparation and tested response plans also speed up response times to stop hackers 
before any more damage occurs.
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02 Developing a Response and Recovery Plan
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02 Building Your Cyber Framework • To build a proper response, 
organizations must first 
understand their current 
operating environments. 

• Frameworks should look at all 
areas of the organization to 
identify what controls are 
needed and the proper 
mitigation strategies. 

• Protection levels will help 
determine the type of 
investments, and assets the 
organization should prioritize. 

• Ongoing surveillance and 
detection helps to ensure that 
any outlier behavior is quickly 
reported. 

• All segments help inform the 
response and recover phases to 
help minimize downtime and 
expedite recovery of 
operations.

• All functions should be 
performed concurrently as 
cyber is a dynamic risk.  
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03 Risk Assessment

• Response is critical, but it is also 
necessary to understand the 
likelihood and impact any 
potential threat may have on an 
organization. 

• This enables organizations to 
determine the best response 
and mitigation strategy. 

• PWC’s survey showed key 
metrics from its Trust Insights 
survey of corporations. 

• IoT and cloud service providers 
top the list of ‘very likely’ threat 
vectors (mentioned by 33%)

• Cyber attacks on cloud services 
top the list of threats that will 
have ‘significantly negative 
impact’ (reported by 24%).
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03 Risk Identification

• The primary goal in identifying 
risks is to produce a 
comprehensive list of risks and to 
assess them, narrowing the list 
down to the most critical risks 
facing the organization. 

• At the conclusion of the risk 
identification process, the 
company should be able to 
identify those risks that will have 
the greatest likelihood of 
occurring and the potential 
impact to the organization. 

• Developing heat maps is a useful 
way to help organizations better 
quantify the potential risks and 
rank them accordingly. 
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03 Risk Ranking and Classification

Risk ranking and 
classification process is 
another way for 
organizations to further 
enhance their defenses. 

The ranking and 
categorization process 
provides critical information 
to executives as to 
vulnerabilities and helps 
inform the necessary 
investments to safeguard 
against them. 
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03 Risk Control Strategies

The final stage in the 
assessment process, is to 
identify and determine the 
necessary risk control 
treatment. The standard 
models or risk controls 
include:

• Avoidance

• Reduction

• Sharing

• Acceptance
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03 Recovery Plan in Action
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04 Investing in Cybersecurity

Given increased cyber attack 

trends, most corporations are 

increasing cybersecurity 

budgets. According to PwC’s 

2021 Global Digital Trust 

Insights report, 96% of business 

and technology executives 

prioritized their cybersecurity 

investments.  In 2019, that figure 

was closer to 25%.
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04 Technology Spend Does Not Equal Security

• Majority of organizations, both large and small, 
are focusing on tech driven solutions. 

• Yet, more than half (55%) of business and 
tech/security executives lack confidence spend 
is aligned to the most significant risks.

• Or that their budget funds remediation, risk 
mitigation and/or response techniques that will 
provide the best ROI (55%). 

• Or that the process monitors the cyber 
program’s effectiveness compared to 
expenditures (54%).

• And with regard to preparedness for future risks, 
executives are not confident that cyber budgets 
provide adequate controls over emerging 
technologies (58%).

• Greater focus on governance and risk 
management needs to be integrated into 
recovery and preparedness plans if 
organizations want to increase their overall 
resiliency to attacks. 
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04 Risk and Asset Quantification

• Compared to 1975, organizations asset values have 

shifted from tangible to intangible. 

• Tangible assets for S&P 500 companies, like real 

estate and equipment, comprise just 16% of 

company value, while intangibles, such as IP rights 

and reputation, are 84%. 

• This requires firms to rethink their risk tolerance 

calculations. 
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04

• Executives who begin to quantify their cyber 
risk and digital assets are realizing benefits 
such as:

• M&A deal evaluation and cyber liability 
protections.

• Protected IP and contract values.

• Accurate insurance business income 
protections. 

• Better risk control performance monitoring 
and threat assessment capabilities. 

• Organizations have long focused on the cost 
side of cybersecurity - compliance, updating 
capabilities, and so on.

• Many companies do not realize their 
information assets are their most asset, yet 
remain unprotected, uninsured or otherwise at 
risk.

• Cyber risk quantification is not easy and there 
is not yet a standardized model for best 
approach. 

• It requires understanding the types of data and 
assets in an organization. 

Know What your 
Data is Worth
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04 Economic Value of Data

• Not all data is created equal.

• As Big Data continues to take 

over, data is becoming more 

and more of an asset, an asset 

that grows in value through use. 

• Understand the value of your 

data will help inform how best 

to protect it and how to insure it 

against its cyber risk. 

• Some firms have a lower data 

value than others – for example 

CSX has a lower comparative 

data valuation than Google.

• This must factor into an 

organizations overall strategic 

plans.
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04 Data Classification

• Companies must know the type 

of data they are storing, as well 

as its value to the organization. 

• Only then can they develop a 

proper classification and 

protection system. 

• Putting data classification at the 

heart of your data protection 

strategy allows you to reduce 

risks to sensitive data, enhance 

decision-making and increase 

the effectiveness security 

controls. 

• This ultimately helps the 

organization remain resilient and 

protects its key digital assets. 
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04 Data Classification Process
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04 Data Classification By Compliance Standard
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04 Five Reasons For Cyber Insurance



27| Privileged and Confidential |

04 10 Steps to Cybersecurity
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04 Key Focus Areas Incident response: Even with robust network 

security in place, an incident response (IR) plan is 

still required to minimize the potential impact. 

This provides an organized, coordinated response 

as well as early detection. 

Disaster recovery/backup: Having up to date 

backups offsite, can allow you to regain control 

and resume operations in the face of would-be 

ransomware attacks. 

Cyber insurance: Cyber insurance allows 

organizations to transfer the financial impact of a 

cyber attack to the insurance company. It also 

provides breach response resources that will help 

get the organization back to operations. While it is 

not a protection against cyber attacks, insurance 

can build resiliency and absorb both regulatory 

and third part costs as well as potential income 

disruptions or reputation damage incurred by a 

cyber attack. 

Cybersecurity can be overwhelming, however 

there are key areas to start that provide 

demonstrable ROI for risk mitigation. 
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04 Key Post Breach Actions

Communication Root Cause Forensics Training

Both internal (inform 
employees and involve 
everyone able to help, 
i.e. tech specialist, client 
service managers, PR & 
communication team, 
etc.) and external (direct 
mailing to the clients, 
official media release -
and, if necessary, also 
interview to the profile 
press).

Engineers can use 
forensics to analyze 
traffic and instantly 
determine the root 
cause of an event, 
entirely removing 
guesswork and problem 
reproduction from the 
equation. 

Effective forensics provide these four 
key capabilities:

• Data Capture: Capture all traffic, 
24x7, on even the fastest links

• Network Recording: Store all 
packets for post-incident, or 
forensic analysis

• Search and Inspection: Enable 
administrators to comb through 
archived traffic for anomalies and 
signs of problems

• Reporting: Through data capture 
and analysis, results of 
investigations are logged, and 
network vulnerabilities are reviewed 
and analyzed post-mortem.

Train and learn from 
the Incident. Reviewing 
what occurred and 
training employees to 
prevent future 
scenarios is another 
critical component to 
building cyber 
resiliency. 
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04 Enterprise Risk Management
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0405 Questions?



32| Privileged and Confidential |

01

An email will be sent 
with links to access the 
recording and slides.
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Materials will be available 
after the session. 

Closing Notes

The 360° Cyber Survey was designed to help 
business leaders go beyond baseline compliance 
and technical components to help evaluate their 
overall business resiliency to cyber threats. 

The report not only provides a detailed overview of 
the responses, but also analysis from cyber and 
risk experts and actionable recommendations to 
help guide members through mitigation steps to 
improve their cyber resiliency. 

Take the Cyber 360° Survey

https://www.surveymonkey.com/r/29FHPDH
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Risk Cooperative

1825 K Street NW, Ste 1000

Washington, DC 20006

Risk Cooperative
info@riskcooperative.com

P | +1.202.688.3560

F |  +1 202.905.0308

More questions? Send us a message 
and we’ll get you the answers you need. 

InfraGard
Jennifer Rothstein 

jrothstein@nym-infragard.us

www.nym-infragard.us

www.infragardnational.org


